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[S7] ABSTRACT 

A functionally structured distributed data processing 
system includes a plurality of independently operating 
user station processors for servicing users, a data center 
for storing data to be processed by the user stations, and 
a communication network for coupling each user sta- 
tion to one or more data centers. The data center in- 
eludes its own processor and mass storage devices for 
managing a data base of data for the user stations. Each 
user station executes application programs to which is 
linked a data base simulator which formulates requests 
or data operations to calls to the data base at the data 
center. Communications between the user stations and 
the data center are usually initiated only by the user 
stations. 

14 Claims, 2 Drawing Figures 
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cation with the other centraJ processing units. This 

FUNTIONALLY STRUCTURED DISTRIBUTED difficulty becomes more severe each time another pro- 

DATA PROCESSING SYSTEM cessor is added to the system. Also* any change in the 

programming of one central processing unit or its asso- 
CROSS*R£FER£NCE TO RELATED 5 ciated storage fUes generally requires changes in the 
APPLICATIONS programming or associated data files of the other re- 
The present invention is a continoation of Ser, No. central processing units. Thus far, there have been 
826,721 for FUNCTIONALLY STRUCTURED DIS- no distributed data processing configuration offered 
TRIBUTED DATA PROCESSING SYSTEM filed which would provide the apparent advantages of dis- 
Feb. 6, 1986» and now abandoned which was a ccmtinu* tributed data processing without the attendant prob- 
ation of Ser. No. 350,159 for DISTRIBUTED DATA lems. 



PROCESSING SYSTEM filed Feb. 19, 1982, and now 
abandoned. 



SUMMARY OF THE INVENTION 



FTiPi n np THT3 iMVPfiMTinv «< P'*^* invention grows out of and is founded 

FIELD OF THE INVENTION 15 ^pon the unique premise that computer operations can 

The present invention relates to distributed data pro* ht broken down into two basic categories or function- 
cessing systems andt more particularly, to such a system s — (1) servicing a user by receiving input information, 
including a data center computer managing data bases operating upon information, and supplying information 
for a plurality of independently operating user station to the user (this function is hereinafter referred to as the 
computers which process their own data and which user station function), and (2) storing and retrieving 
store and retrieve data items related thereto In the data information from information storage equipment. (This 
bases of the data center computer by communicating function is hereinafter referred to as the data center 
data base calls to the data center computer. function.) In the system of the present invention, these 

BACKGROUND OF THE INVENTION 25 functions are segregated in a way which ac- 

commodates simplified planning and implementation of 
Data processing systems in common use today gencr- multi-user distributed data processing systems at a 

ally include a large main frame computer having a plu- f^r lower cost and complexity than heretofore thought 
rahty of mput/output tcnnmjds by which users commu- ^jblc. and with more flexibility and adapUbility to 
mcate with the computer. The mam frame computer ^ j ^^^y^^ 

serves to mampulate data, perform ca^cuhinons, etc., 30 ^^q^^ of^ata processed) and capability (Icinds of data 
pursuant to apphcations programs, and store and re- „,u:i ^„ JL^^^Zt\ tuI L«.-<«.*^^« 

trieve data either for use m Ae^Mnipulation, calcula- P«>^« which <^ be performed). The segrepfaon is 
tions, etc..orsimply fordcKvery tooniof the^nninal^ ^^^^^ dedicatmg or assigmng each central pro- 

sucT? ^^S^ ^gL«t^i^ ^'^^ f two ftmcuons or class,- 

aignificint computing power and accL by nLerous 35 of computer operattons Thus, the system of 

u^Tterminals. die nSuTframe computer noessary for the present invention mcl^^ 

servicing the terminals and providing the data process- dc^c^t^ to servicmg a user (which could be a 

ing capabiUties is hirge. complex, and costly. Further, another device, or machine) and each function- 

the computing power of such systems, although signifi- « * stand-alone computer, havmg its own central 

cant, generally cannot be increased except by provision 40 procewing unit typically a microprocessor, and equip- 
of an entire new system. • which the user can communicate with the 

It has been suggested that dividing up the data pro- central processing unit, typically a video display and 
cessing task and distributing it among more than one keyboard terminal. The user stations may have other 
central processing unit would provide certain econo- pcriphcial equipment as wdl, such as disk drives, print- 
mies and advantages not achievable with the use of a 45 ers, card readers, or the like. The user staticms service 
single, large main frame central processing unit (See, the users by executing application programs supplied by 
e.g., publication A2O-710-101, ''Evolving Office of the the users. 

Future'*, January 1980, by Datapro Research Corp.) An The system of the present invention also includes one 
example of one such advantage is to allow for piece- more data centers dedicated to the storage and re- 
wise growth of a small system into a larger system as SO trieval of data which naay be required by two or more 
needs increase, rather than starting out with a full- user stations, or, in some instances, of data which is 
blown large scale system initially. Typically, the van- required by <Mily one user station but which is more 
ous central processing units for use in a distributed data eoononciically stored at the data center. Each data cen- 
processing system have the capability of communicat- ter includes its o>vn central processing unit, mass stor- 
ing with one another, and, in fact, to achieve full pro- $5 age unit such as a hard disk drive, and a data access 
cessing capability, it is generally essential in such sys- control program. The data access control programs are 
tems to provide for communication among the various essentially the same for all data centers in a system for 
central processing units. However, implementation of reasons which will become apparent. The data center 
the capability of inter-processor communication resulu functions to respond to inquiries from the user stations 
in a sacrifice of some of the economies and simplicity 60 to either receive and store data supplied by a user sta- 
which was desired in proposing the distributed data tionorretrievepreviouslystoreddataandsupply it toa 
processing system. This is because of the increased user station, all under the control of the data access 
complexity of programming each central processing control program. 

unit to not only store, retrieve and process data, but also The system operates pursuant to certain rules of inter- 
initiate, respond to, and monitor inter-processor com- 63 action or speciAcations which greatly simplify the im- 
munication requests. That is, a significant part of each plementation of the system, without restricting its flexi- 
central processing unit's operation time (and operating bility or adaptability for growth. Pursuant to these 
system) is taken up in simply accommodating communi- rules, usually only a user station may initiate communi- 
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cation between the user station and the data center* and Other objects and advantages of this invention will 

there is normally no communication directly between become apparent from the following description taken 

user stations or between data centers. In operation* a in conjunction with the accompanying drawings 

user station initiates contact (inquires) with a data cen- wherein are set forth, by way of illustration and exam- 
ter using any of a variety of conventional protocol pro* 5 pie, certain embodiments of this invention* 

cedures, and the data center* which is always operating The drawings constitute a part of this specification 

in an access mode under control of a data access control &nd include exemplary embodiments of the present 

program, responds to the inquiry and communication is invention and illustrate various objects and features 

established. The user station communicates a request to thereof 

the data center's data access control program other to gRj^p DESCRIPTION OF THE DRAWINGS 
store data supplied or to retneve already stored data 

The data center's data access control program then 1 is a block diagram illustrating a distributed 

carries out the request by either storing suppUed data in <^}^ processing system made ui accordance with the 

a mass storage or retrieving data and sending it to the principles of the present invention, 

user station. lis a block diagram illustrating further details 

Because of the segregation of functions and the im- station and a data center which can be used in 

plementadon of the rules of interaction, the program- ^® system of the present invention, 

ming of the user stations is greatly simplified. The user DETAILED DESCRIPTION OF THE 

station programs need not accommodate instructions INVENTION 

for communicating with other user stations and, be- ^ , . ^ ^ ^ ' ^ 

cause the data center's data access control programs are . ^ required, detaticd embodmiente of the present 

essentiaUy the same, one set of user station application however, it is to be un- 

program techniques is suitable for communicating with ^^'"^ «iibodiments arc mere y 

any of die data centers. The data center access control ««?^P»^ themvention, which may be embodied m 
program need not accommodate instructions for inter- ^ T'TAlfT'A^^^u' '^^''^ ^Tll^ 

•v^st^^rz^ vSirr^^iT^^^^ 

inaprefo^embo^^ 30 IpT^p^LSte^^^^^^ 

tiie data cotter computer manages data bases for the *^Referring toHG. 1. there is shown a specific iUustra- 
mdepoidentiy operatrng user oomputers by means of a embodiment of a distributed data procwsing system 

data base manager program. The us^ computers store. j accordance with the prescit invention; The 

retneve, and update data items m their data bases by system includes a plurality of user stations 4 for interfac 
communicatmg data base 35 ing with and carrying out the processing needs of users, 

puter. The user computers run respective user applica- ^th the user stations being coupled direcUy to a date 
tion programs to process their data and to each of g storing data of common interest to the user 

-which IS linked a data base simulator pro-am. Whox a stations. Two of the user stations 4 are also coupled by 
user appUc^on program reaches a point m processing ^^y of modems Uto a switohing network 16 which 
at which a data operation on a data Item IB needed, the 40 could, for example, be the Bell System telephone 
user appbcation program calls the data base simulator switehing network. The data center 8 is also coupled by 
program and supphes it with sufficient mformation to ^vay of a modem 20 to the switching network 16. Other 
issue a data base caU to ttie data center computer to user stations and date centers are also connected to die 
perform the required data operation. The data access switching nctworic 16 by way of modems 24 so that 
control program of the data center computer, of which 45 s^jh user stations can connect to the data center 8 and 
the data base manager is a component, controls the so that the user stations 4 can connect to such data 
access of users to the data bases such that users can. centers. The modems 12, 20 and 24 are conventional 
maintain data bases not accessible to otixer users. modulator/dcraodulatore for enabling transmission of 

OBJECTS OF THE INVENTION switching network 16. The switching 

... 50 network 16, in addition to being the Bell System tele- 

The pnncipal objects of the present invention are: to phone network, could also be a private network used to 
provide a new and improved distributed date process- interconnect user stations with date centers, a packet 
ing system which is simple in design, easy and inexpen- (message) switched network, ete. 
sive to implement, and structured according to Uie func- in accordance witii die present invention, the system 
tions to be performed; to provide such a system which 33 of FIO. 1 is designed to operate according to certain 
readUy accommodates expansion witiiout a correspond- "niles of interaction" which serve to reduce the com- 
ing increase in complexity; to provide such a system plexity of the system, without reducing its flexibility 
wherein the throughput of the system can be selectively and adaptability to growth. These rules specify that 
increased as desired by the user; to provide such a sys- usually a user station initiate communication between 
tcm wherein modifications may be made in one part of 60 the user station and a data center, and that there be no 
the system without requiring significant changes in direct communication between user stations or between 
other parts of the system; to provide such a system data centers in normal applications. These rules may be 
which is suitable for handling a variety of data process- implemented in the system of FIG. 1 either by hardware 
ing needs; to provide such a system in which failure in design or by appropriate programming. In the former 
one part of the system will not obviate use of the entire 65 case, no direct communication links between user sta- 
system; and to provide such a system which is economi- tions 4 or between the data center 8 and any other data 
cal to manufacture and maintain and which is particu- center are necessary, and the switching network 16 
larly well adapted for its intended purpose. could be designed so that no wire path between user 
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Stations or between data centers would be required. If main memory 208 would store a data access control 

the rules were implemented by programming! then each program 212 for controUing the microprocessor 200 to 

user station 4 would include instructions and addresses respond to requests from user stations by storing data in 

enabling connection of the user station only to data or retrieving data from a mass storage device such as a 

centers, while the data center programs would usually 5 hard disk drive 220 coupled by way of a disk controller 

contain no instructions whatever for allowing connec* 216 to the microprocessor. 

tion to another data center or for initiating a connection Although specific equipments are shown for the user 

with a user station. The rules of interaction also require station 4 and data center 6 of FIG. 2, it should be under- 

that the data center 8 and any other data centers coatin* stood that a variety of configuralions could be utilized 
ually operate in an access mode — a mode in which the 10 to enal>le the user station 4 to operate as an interface 

data centers are conditioned to respond to any "le- with users and to process application programs 116, and 

quest" which may be received from any user station. to enable the data center 8 to serve as a storage and 

Each user station 4 is equipped to service a user by retrieval center for data of common interest to the user 

receiving input information* operating upon or process- stations. Illustratively, the user station 4 would be uti- 

ing such information, and supplying information to the 15 lized to interact with the operator, generate payroll 

user. Each user station 4 is also equipped to request information, produce accounting reports, process ac- 

service of at least one of the data centers, establish com- counts payiU)le and accounts receivable, sort, compile, 

munication therewith, and supply data to and receive process hotel or airline reservation requests, and in 

data from the data centers. Each data center 8 is general process data pursuant to a variety of conven- 
equipped to respond to requests for service fr<xn the 20 tional application programs 116. The data centers 8 

user stations, receive data from user stations and store illustratively would serve to store data relating to the 

such data in mass storage, and retrieve data from mass personnel of a company, payroll information regarding 

storage and supply it to requesting user stations. These such personnel, accounts payable and accounts recetv- 

functions are carried out by providing each user station able data, information regarding occupancies and va* 

4 and each data center with its own central processing 25 cancies in a hotel chain or airline system, and generally 

unit as will be discussed hi greater detail hereafter. any type of data which may be of interest to more than 

FIG. 2 shows specific illustrative embodiments of a one user sution 4. As a user sution 4 executes an appli- 
user station 4 and a data center 8 connected by a direct cation program 116 and the program reaches a point 
Imk. The user station 4 includes a microprocessor 100, where stored data is required, the user station initiates 
which could be any conventional microprbcesOT cur- 30 conununication with the data center 8 so that the appro- 
rently available on the market such as the Zilog Z-80 priate data can be retrieved and transmitted to the re- 
microprocessor. Coupled to the microprocessor 100 is a questing user station 4. When the data is received by the 
conventional hard copy printer 104 for receiving data user station 4, the user station utilizes the data in the 
from the microprocessor 100 and for printing such data manner directed by the application program 116. Simi- 
for use by a user, a conventional cathode ray tube tenni- 35 larly, if a user station 4 in the course of executing an 
nal 108 having a keyboard by which infonnation may be application program 1 16 needs to store, update, or mod- 
communicated to the microprocessor and a screen for ify data in tiie data center 8, it initiates communication 
displaying information either typed on the keyboard or with the data center 8 and transmits the data to be 
received firom the microprocessor, and a main memory stored. 

112, such as a random access memory (RAM), for tem- 40 There are a variety of methods by which a user sta- 
ponrily storing data to be processed by tiie micro- tion 4 might establish commimication with a data center 
processor and application program instructions 116 8. For one such illustrative method, the data center 8 
which are to be executed by the microprocessor. Also has stored in its memory 208 a data access control pro- 
coupled to the microprocessor 100 is a conventional gram 212 which includes a conventional data base man- 
floppy disk controller 120 (such as Western Digital 1791 45 ager program (D.B.M. Prog.) 213 for controlling the 
controller) which, in turn, is coupled to a conventional storage and retrieval of data at the data center 8, a corn- 
floppy disk drive 124. Other peripheral units such as munications program (Comm. Frog.) 214 for control- 
card readers, hard disk drives, etc., could also be cou- ling communication with the user station, and a data 
pled to the microprocessor 100. center program (D.C. Prog.) 215 for interfacing with 

In order to communicate with a data center, the user 50 the communications program 214 and data base man- 
station 4 includes a serial input/output device 128 hav- ager 213. The user station 4 similarly has stored in its 
ing two ports, one of which is used for coupling the user memory 112 a user communications program (User 
station directiy to the data center 8 and the other of Comm.) 117 for controlling communication with the 
which may be used to connect the user station to a data center 8, and a data base simulator program (D.B. 
modem and horn there to the switching network 16 55 Sim.) 118 which interfaces with the communications 
(FIG. 1.) An exemplary serial input/output device suit- program 117 and whatever application program 116 is 
able for use as the device 128 m the user station 4 is the being executed by the user station. The data base simu- 
Zilog Z-80 SIO. lator program 118 is somewhat similar in operation to a 

The data center 8 includes a microprocessor 200 data base manager and enables an application program 

coupled to a plurality of serial input/output ports 204. 60 116 at the user station to call for storage or retrieval of 

These ports, which again could be driven by the Zllog data &om the data center as though it were calling for 

Z-80 SIO» enable the data center 8 to communicate data from a data base resident at the user station 4. 

either directly to user stations or via modems to the The use of the data base manager program 213 at the 

switching network 16 (FIG. 1) so that the data center 8 data center 8 and the data base simulator program 118 at 

may service a number of user stations essentially simul- 65 the user stations 4 provides an inherent and heretofore 

taneously. The data center 8 also includes a main mem- unprecedented level of data security in distributed data 

ory 208 for temporarily storing data and programs to be processing systems since typical data base management 

executed by the microprocessor 200. In particular, the systems are accessed by data base calls, that is, high- 
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level compiler-like languages that are used to describe 
the location, contents, relationships, and security level 
of data that are stored in the data center 8. Since com- 
munications from the user stations 4 to the data center 8 
in the preferred embodiment are exclusively in the form 
of data base calls, accesses to the operating system utili- 
ties of the data center 8 are inherently precluded. If the 
data access control program 212 in its protocol check 
determines that a received communication is other than 
a call to the data base manager program 213, access will 
be denied. Further, the dau access control program 212 
may perform additional security checks to prevent user 
stations 4 from accessing data bases other than their 
own or those that the particular user stations 4 have 
specific authorization to access. 

When an application program 116 being executed at 
the user station 4 reaches a point where stored data is 
needed or where it is necessary to store (or update or 
modify) data, the Explication program 116 calls the data 
base simulator program 118 and identifies what action is 20 
to be taken and the record location in the data center 
where data is to be stored or from which data is to be 
retrieved. The data base simulator program 118 auto- 
matically passes this information to the communications 
program 117. The communications program 117 re- 
sponds by adding appropriate communication protocol 
to this information or message such as sync characters, 
error checking characters, etc., and generally prepares 
the message for transmittal. The communications pro- 
gram 117 then supplies the message to the serial input- 
/output device 129 which transmits it to the data center 
8. 

At the data center 8, the serial input/output device 
2046 receives the transmitted message and interrupts 
the data center communications program 214 which 
operates contmuaily in an access mode in the data cen- 
ter. The communications program 214 checks the pro- 
tocol and, if the protocol is in order indicating that the 
message is permitted one and was correctly received, 
the communications program 214 causes transmittal of 40 
an acknowledgment signal to the user station 4. If the 
protocol is not in order» the communications program 
214 causes transmittal of signals to the user station 4 to 
indicate the problem and cause retransmittal of the 
message. Assuming the protocol is in order, the commu- 
nications program 214 calls the data center program 215 
which determines whether the requested action is al- 
lowable. If the request is allowable, the data center 
program 215 then calls the data base manager 213 and 
Unks there with. The data base manager 213 responds by 
carrying out the action called for in the received mes- 
sage—either storing data in the identified file in the hard 
disk drive 220 or retrieving dau therefrom. After the 
action is performed, the data base manager 213 passes a 
response to the data center program 215— a verification 
if data was stored, or the data retrieved if that occurred. 
The data center program 215 calls the communication 
program 214 which then adds appropriate coomiunica- 
tion protocol to the response and supplies the response 
to the aerial input/output device 2046 for transmittal to 60 
the user station. In this manner, communication be- 
tween a user station and data center may be established, 
and data exchanged. 

With the distributed data processing system 1 of the 
present invention, a plurality of users may be serviced in 
a simple, efficient and inexpensive fashion. Although 
specific illustrative embodiments have been described, 
it should be understood that the invention is not lunited 
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to these embodiments. For example, the invention con- 
templates and encompasses a data center multiprocess- 
ing system where a portion of the multiprocessor is 
dedicated to servicing the data storage needs of not only 
remote user stations 4, but also resident data center 
application programs 225. Also, although the distrib- 
uted data processing system 1 was described to prohibit 
communication between user stations 4^ some nominal 
provision for such communication on a limited basis 
would not be considered a departure from the present 
invention. Finally, it is considered within the skill of the 
art to provide detailed programs for unplemenung the 
invention in a variety of specific alternative embodi- 
ments and the appended claims are intended to cover all 
such alternative embodiments or arrangements. 

Therefore, it is to be understood that while certain 
forms of the present invention have been illustrated and 
described herein, it is not to be limited to the specific 
forms or arrangement of parts described and shown. 

What is claimed and desired to be secured by Letters 
Patent is as follows: 

1. A method of operating a distributed data process- 
ing system including a plurality of independent, not 
necessarily uniform, general purpose user computers to 
run respective user application programs to process 
user data and a data center computer to store, retrieve, 
and update user data, said user computers being selec- 
tively interconnected with said data center computer by 
respective data communication hardware over data 
communication network means, said method compris- 
ing the steps of: 

(a) managing in a data center computer by means of a 
data base manager program a user data base of user 
data items to perform data operations of storing, 
updating, and retrieving said user data items in 
response to data base calls for such operations from 
a user computer; 

(b) running a user application program in a general 
purpose user computer to process user data, said 
user application program indirecdy issuing data 
base calls for data operations regarding user data 
items in response to requirements for said data 
operations by said user application program; 

(c) in response to a data base call regarding a user 
data item from a user application program, initiat- 
ing by said user computer only a data communica- 
tion link with said data center computer over data 
conmiunication network means; 

(d) communicating said data base call from said user 
computer to said data center compute^ 

(e) performing by said data center computer said data 
operation regardmg said user data item defined by 
said data base call; and 

(f) commonlcating an appropriate response to said 
date base call firom said data center computer to 
said user computer. 

2. A method as set forth in claim 1 including the step 
of: • 

(a) running a data access control program in said data 
center computer which includes said data base 
manager program, said data access control pro- 
gram allowing access to selected user data items 
only by selected user computers. 

3. A method as set forth in claim 1 including the step 
of: 

(a) issuing said data base calls from said user com- 
puter by a data base simulator program running in 
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said user computer in cooperation with said appli- 
cation program. 

4. A metliod as set forth in claim 1 wherein said data 
center computer is a fint data center computer and 
including the steps of: ^ 

(a) providing a plurality of data center computers 
constructed and operating similar to the first data 
center computer; 

(b) initiating a data communication link only by a user 
computer with one of said data center computers to 
issue a data base call thereto; and 

(c) preventing data commimication links between 
said plurality of data center computers. 

5. A method as set forth in claim 1 including the steps 
of: 

(a) providing said data center computer with a multi- 
processor, 

(b) running said data base manager program by oper- 
ation of one portion of said multiprocessor; and 

(c) running a dato center application program by 
operation of another portion of said multiproces- 
sor. 

6. A method of operating a distributed data process- 
ing system including a plurality of independent, not 35 
nece^arily uniform, genetBl purpose user computers to 
run respective user application programs to process 
user data and a data center computer to store, retrieve, 
and update user data, said user computers being selec- 
tively interconnected with said data center computer by 30 
respective data cotnmunicatton hardware over data 
conmmnication network means, said method compris- 
ing the steps of: 

(a) managing in a data center computer by means of a 
data base manager program a user data base of user 35 
data items to perform data operations of storing, 
updating, and retrieving said user data items in 
response to data base calls for sudi operations from 

a user computer; 

(b) running a user application program in a general ^ 
purpose user computer to process user data; 

(c) lixiking to said user application program a data 
base simulator program which issues data base calls 
for data operations regarding user data items in 
response to requirements for said data operations 
by said user application program; 

(d) running a data access control program in said data 
center computer which includes said data base 
manager program, said data access control pro- 
gram allowing access to selected user data items 
only by selected user computers; 

(e) in response to a data base call regarding a user data 
item from a user application program^ initiating by 
said user computer only a data communication link 
with said data center computer over data commu- 
nication network means; 

(0 communicating said data base call ftom said user 
computer to said data center computer; 

(g) in response to said data base call being received ^ 
from one of said selected computers and ^ being 
concerned with at least one of said selected data 
items* performing by said data center computer 
said data operations regarding said user data item 
defined by said data base call; and 63 

(h) communicating an appropriate response to said 
data base call from said dau center computer to 
said user computer. 



7. A method as set forth in claim 6 wherein said data 
center computer is a first data center computer and 
including the steps of: 

(a) providing a plurality of data center computers 
constructed and operating similar to the first data 
center computer; 

(b) initiating a data communication link only by a user 
computer with one of said dau center computers to 
issue a data base call thereto; and 

(c) preventing dau conununication links between 
said plurality of data center computers. 

8. A method as set forth in claun 6 including the steps 
of: 

(a) providing said data center computer with a multi- 
processor; 

(b) running said data base manager program by oper- 
ation of one portion of said multiprocessor; and 

(c) running a data center application program by 
operation of another portion of said multiproces- 
sor. 

9. A functionally structured distributed data process- 
ing system comprising: 

(a) a data center computer functioning to perform 
data operations of storing, retrieving, and updating 
user data items; 

(b) a data base manager program running in said data 
center computer to manage a user data base of user 
data items by performing said data operations in 
response to data base calls thereto regarding user 
data item^ 

(c) a plurality of not necessarily uniform, general 
purpose user computers operating independently 
of said data center computer to process user data 
by running respective user application programs; 

(d) each user application program indirectly issuing a 
data base call for a data operation regarding a se- 
lected data item in response to a requirement for 
said data operations by said user application pro- 
gran^ and 

(e) data communication network means interconnect- 
ing said user computers to said data center com- 
puter, said data communication network communi- 
cating data base caUs from said user computers to 
said data center computer and communicating re- 
spective responses to said data base calls from said 
data center computer to said user computers. 

10. A system as set forth in claim 9 including: 

(a) a data access control program running in said data 
center computer, said data access control program 
including said data base manager program as a 
component and allowing access to selected user 
data items only to selected user computers. 

11. A system as set forth in claim 10 wherein: 

(a) said data access control program allows communi- 
cations between said user computers and said data 
center computer to be initiated only by one of sakl 
user computers. 

12. A system as set forth in claim 9 wherein said data 
center computer is a first data center computer and 
including: 

(a) a plurality of data center computers constructed 
and operating similar to the first data center com- 
puter, 

(b) each data center computer has running therein a 
data access control program which allows commu- 
nications between said user computers and said 
data center computer to be initiated only by one of 
said user computers and which prevents data com- 
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municatioQ links from being established between 
said data center computers. 
13. A system as set forth tn claim 9 including: 
(a) a data base simulator program running in each 
user computer in cooperation with the user appli- 
cation program running therein, said data' base 
simulator program automatically passing said data 
base calls to the data center in response to said 
requirements by the associated user application 
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program for said data operations regarding said 
user data items. 
14. A system as set forth in claim 9 including: 

(a) a multiprocessor in said data center computer; 

(b) one portion of said multiprocessor operating to 
run said data base manager program; and 

(c) another portion of said multiprocessor operating 
to run a data center application program. 
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